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Hacker Detection & Tracing System 
Abstract: 

Provided is a hacker detection and tracing system, which uses the Netbios function 
of the network to store all of the information on the outside systems that it had previous 
contacts with. Therefore, even in cases which the outside system is a PPP user whose IP 
address changes with each contact or in cases which the outside system attempts contact 
through a third system it is possible to easily detect and trace whether the outside system 
has ever attempted or actually hacked into the system. In addition, the real time detection 
of hacking attempts is easily accomplished by the saving of hacking methods and 
comparison with the contact type and activities of the outside system after connection. 
When actual hacking occurs swift apprehension of the hacker is easily accomplished by the 
real-time notification of the hacking occurrence and the providence of information on the 
hacker system to hacker crackdown organizations. Furthermore since information of all 
systems that have been used in hacking is registered and shared the hacker detection and 
tracing system can prevent any hacking attempts. 
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__: : WIPS PIView 3.3.2.4 

Drnn 2^001, 3 nioHs Ai^igj ufsi. mmR^nm ^ Ai>igj Aidi^ :h¥. Mmx\ id ^ oi^eis ^^ sg. mM m oh^ ag>^oK:f. 

SE£[, s^x^M spoils ii^\p^±m g^xf^i ip^i^^m s^6K)i 6H& ip^^:p^ m^^ Air^^ne 

^ ?X^U, 21fS^(PPP)Iif ^^01 ^^IP^^S AF§o^^ S^Oil^ g^XFOll CHef ^mm CHgOl OI^CHJI^GII oiBieoi 91C\ 



CCFEfAi. e ^^S2J oHUOII Afge A|>^ljO!l CH^^ 2^ §fiS gJ4^5H2 OIS ^^-XiSmOj g^t^o^Mj 6Ij& A|>^gjo^ QAj SHUe 

Ai£i^ Ai oiM bhs ^xiam ^^^^ 4^ ai^ ai^sm xnsm^ai sad. 



oi£f ^^m ^^o\:)\ mm ^ ^^s^i oh^^xi ^ ^^ai:^^'^ 2i¥Ai^ijM2^ ui^^ie mm ^mm ^ b[d\, sj^ai^ 

G\M^2\ ^'X\MJ}^m OlgoH S^e.^ 2I¥A|>:^0| aHUg AISoF^XIM &^5K)^. 6HiJe A|£E§[ 2i¥A|:iig2j 2^ §Sg :?l^o^fe SH^i^XI 
AltH, LII^SiAlhHOII S^sv 2]^A|>iiiOI ]1F:H01I sHUOll A^s£|0;[g A|>:gjOjXIM ^'AlZ^o^ S^8H1, 8H^S A|>ilj£| 
XIAimfe 2Liat!AitH. 6H1J^ ^^^A^^ ^ SH^ Alr^^gjOil CH^h gSM ^A|2I2^ oH& ::?l5^0ij SS^fe CGISHAiW ^ 2\^M±m 
S\ A|^gj§5^, 5H^5h^^^gM ^ 5H^S Al:^gj£| 2^ SSM X-jSmfe QIOI EHttllOI^S Si,^ohCf. 

0I6K 2see ^.^^sk^ ^ m^^m ^aioiim ^se^cf. 

2 1^^ ^^0\ 5H^i,^X| ^ ^^A|^g,'£j ^^20ia. 

LilM^/HhHdO)^ 2l¥Al^ij]af Ul^aig gSH e!^£l2^ 6H^ffl Uim^2| Netbios£| i.^4^S 0|goK)l S^e^ 2l¥Al^ij°J 2^ SSM 

nam, 8h^s mm^ Ai^g3fo| s^e xFBSfoi, 3h& Ai>ise ^A|^^2^ 

^AiW"(11)^ Ui^^AjbH(10)« mm m4^2\ Alii::gjOjt:Hl li^^OilAi C-IIOIEig 2^5^01 ^Q. 

cGi/dW{i2)^ LiiM^/dtH(io)s mm sjv Ai^gj^i s^^eh ^ ^ ^eee i,^xi°^a. 

aH5ig^X|AiW(13)^ CGIAjtHS] i,^X|^3^2} :>! X-IS^^ 6Hi:!^^&^gSe tillH-g^oK)! 2l¥A|r^gjO| 5HU# 6^51^ 5ieiXI OhyXIfi 

3ai2^ 0|eH§^ oHU^eg^g^ :>h^e^ 2^ oHU^S Si SHU^S 4^S-^4H6K)i x^1^m ^fe ^01 b^^5^o^C^. 

2UEIiiAlW(14)^ L-l|e^>MtH(10)OII Sl^Al^igjOl 2H?i01l oH^Ojj A^gS A|>igjeJX|« S^oHi. oH^S A|>igjM ^^5F:»I 

¥|oH L||^SiAihH(10)0iMI 5H^ ^^^mm Ui^lH. 3 Xj^^o^ 2Uei^eVC:f. 

^o\:^ o\^]m mdiow Q\m §e« mm ob ai^^moii:hi s^sh^p. 

nam. Gil 01 Ei till 0! ^(16, 17 ^ 18)^ Ul^siAiWdO)^ 2J¥ A|::^g]Oi( g^l 11 Ai 1 2I¥ Al^gjOil Hl^oH g ^ei^M 

X-i^^oh^ HI 1G||0|EibilO|^(16), Aliii^OI oHUe A|2o^feX| ^D\mm 0\ZiD[X\ 6H 115^0 M3f OlSOjl oHiJe AI2SJ121E! Al^^goj 

xis mm M±^ms\ ^\±^m xH§^m^ xii aaioiEiwioi^td?) ^ s^^h 2i¥Ai>igoi m^m Al2o^^l^ 512^ &^Ai shs ai>: 

m9\ A|>^a'§a Si #§§MS XHSoh^ 731 30101 EiWI 01 >:(18)M Sf^^s^Cf. 

MB. 0\E^m Gll0|EifcHI0|:^M(16. 17 ^ 18)^ B[U9\ GilOl bilOl Sl^Ahg^ 4- ?JiO. 

2 2^ mBi^[ m^m mm e ^^o\ Ai>^^oii ai cHesh^ ^mm ueilh^ ^Ai2oicK 

2J¥A|^ij0l Ul^^S mm ^ ^^0\ M±ms\ Ul^aJA1W(10)0i! 201). 

oioH. uiMSjAiwdo)^ m^ajo| Netbiossj m^m o\^m i^^m sj^Ai^igjsi 2^ §a« gioiMOi oia x-ii ic-iioiEitiiioi:::i(i6)oii x^§>^§^a 



Netbios^ uiMSi Aibi:^iOii sespi mm eiafiiioi>i 7?§2^ LAN^^oiiAisi Netbios^ xf6ie>2i n^m o\mm M^mo. ^, 
n^m o\mm j\x\il m^2}o\\ mt^imo. 

^2^ NT, ^2^ 95 ^ 98 e S^EiM^ H^m Netbios 0\mm D[X\11 9JiO\ B^ol \P^±0[ OhLjdF oH& A!>l^X^XI|S| 2^ 
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^UEi^Aiw(i4)^ m^sJAitH(io):?^ i-^oieej sss oigsH ois m 3i:-iioieh«iioi^(i8)oii :>\ mms eH^Ai^gjMnf bijnmoi g^s^ ai:^^ 

gjOl 3f>|0|| 6HiJ0il A^g^ Al^SeiXI O^yilS S^e^CKB^II 202). 

2\^M±^0\ PPPAFgX^OMU m 32J A\±^m ^^o\0\ OI23f \P^±^ S^M AI£oKHdf£ Ul^ai A] hH(l 0):»^ ^^6^^ §S 

oieHoF 6H3iAi:;^gj0ii a^s^ m^m m^^iut m^m ais^hsis A\±mmo\ ^^sm, ahsoi oHiis ai£E6^:?iu shus^^ ai 
e x^&6h:n ai^^hhi ^^isfs^ s^s s^s^ckb:*!! 203). 

eL|ElgAitH(14)fe aH^A|>i:ijSJ gAIOll CGI3 H/H 5)^ 6HU^^^e S 5^31PI5^0il ^^EISE^ Ms^m M^Q. 

CGI3I2AiW(15)fe SUE]ilAibH(14)^¥E] S^^^^^^ ^ oH^g>iS ?|§| ^:)iPI5^0il ^AI^^o^ 5|jiJ^^^M^ m^\M±m 

s\ mx\ m ^essa 204)SK)i 5H& ::'i&oi oH^M <ii]^6ni Bo\o^n ^:}]m ^ 9Ji^m moi^DW 205). 

(OI§SS)a ^AI2}o^ X|^3«o^ g^^^C^. 

aH^^^XIAitHdS)^ CGIAitH(12)2J 0|g6H S^sh fi|^A|:^^S2j 6HtJA|£OI¥S 206). 

Ol&ieh g^S^^ ^1 2GIIOieittllOI^{17)0il 6HU0II A^g£|fe 6HiJ^^Se g^oH ^H. 2I^A|iii^2J :?| J|| 2Gll0IEidil0|^(17)0l! 

x^s>6H^ sHii^^se^f biiamof :?i sHu^^g e oiiir e.^ s^e aissf^xi oi¥M i,^xis[CK 3dHHS md]ms\ m^^^ 

sEef. i^s^ei mx[ ^. Ai^^goi ui^aj>MtH(io)a SoH UAiwdDoii g^oK)i eei^s ssam. mMm{^W[ m laioiEHWioi^de) 
Oil ^m^m uiM^AHbi(io)M mm 6hs 2J¥ai>::^oii ^!.^6^o^ ^x^« :>ixixi 3^:3 s^e Aisof^ spoils o\m 

m^m 2\^A\±^o\ m^^2i mxH^^)m :>ix\^ g^oii HAitHdD^ shs ai^^^oi sgov eei^M m^om s^^^ej Aitii>i::?t oi^oi 

X\^m ^OiBDW 207). 

3£iU. 2I¥A|>^§I0I mm^ SHU^^S e Oii^ g>^ge 0lg6H>1U IxhS St^ 5li^^^X|Aim(13)fe 6H9 2i¥A|>:g 

oil ^££1 IDS ^^ ¥01*^ ^ HI 10IIOIEiBllO|>^(16) S HI 2Cil 01 EimiO|>i( 17)011 USS 6H& Al^gjSI SSM HI SQIOiatHIOI >i(18)0il 

X^§e^Cf(B:^l 208). 

^, HI sciioiEibiioi^ds)^ oi^:hi 6HU01I oig@ Ai::^^gjssi gaeiM J-isr-5^e.i6h:>ji sim. oig:Hi s^s 2020iiai eu 

Qf^oi, ola^s^ ^ ^goi Air^ne^^oij ^^m. ^:?i^o^ in&sioi s^sih^, shuoii Ahe& ai^sm^ g ^^soi 

e 2^ AI>^iJS2j 2,^A|2| CH^OISa. 

3EH°S, aHUOil A|>^gjSS ^a!^2^ S^OI MiHSICH S^A|22f §A|0|| ^^2j CH&^Oj SQ. 

QHlJAIr^^glOll Peh HI 3C-|IO|EHmiOI>id8)0il XHi^§3f gAIOll ^J\\ 2030IIAi2f ^0| 6H& Al^^glM ^^olM 301 Oj^Sj 

l^t^i^n 203 - &?1l 205)3f ^L[. 

^^^3 3^ 0|£|0j|£, g ^^gOI A|::^^gjg ID2gO|| CHoH/d ^^^21 01^01 :)^^o^CK 

^, 5ISoii:hi lom ^o\m^^M mmo\ Mem^ ^^eimoii ^Mm §sm oidi g^moi. s^ai A^ga iD:?h e^e m^s\ 

SE^, Air^s sis!oii:hi ^xi?ixi. s^Al^^2^ ^01 ID:3^ Mgs ssEieoii cH§h sae hissh^oi si 

^01 ohy M^^oii 2joH \DD\ Mggsi^xi oi^m e^e^a. 

51^21 ID:?^ £§9 IDS e^SIS. IDS S^Shfe A|>tg]0| SIM OIM ^^^Q. 

^^^e.^ m^^o\, ^ ^^2\ m^^'xi ^ ^^Ai^^^ 2]^ai^^ x\n\9\ §sa ^# xiiro^Hs m^Md^i^oi s^Aio^a ip^^:?^ 

d^qP)^ PPPMgXhOi:>iU HI 3S\ Al^^lig ^^B[0\ S^o^^ 3^0112 3f>l oHUS A|£oHoi£| snug S^^Sie A|>^^oix|g goiSflHI 
S£Sh. SHU^^^AI oW^^'^A[Ml^ SHS 5H9iA|>^:go| §aS ^A|^^o^ §H^ S:>i:?l5^0ll eS&2SM| AJ^s^ SZH::'^ gOloFQ. 

a. 
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(57) g^2j 

s^sr 1. 

m^sig mm s^e.^ 2\^M:^^mo\m m^^o\\A-\ GiioiEis 2^oK)i nA-jtH; 

^oi cGlA^t^^2J ^^^^3[g oigoH m^m 2J¥Ai>tgoi sHije Aism^xiM b^s^oi, m^m ai£s[ 2i¥Ai>iii2j §as 6h 

^^^XIAHW: 

^^31 uiM^Aiwoii 2i¥Ai^g]oi :[if:HOii sh^oii Afgasiei A\^m2ix\m ^Al^^o^ s^om. qh^^ ess Ai^^jsj ^^g x|Al6^ 

^ 2L|6lij/dtH; 

J\\ 11.^011 aiOiAl, Ul^^AibH^ L-1IM^2| NetbiosH] m^m 0\^o\0\ S^s^ £l¥AI>^^£i £^ §SS ^#5HLHfe 5tig ^S^^ 
S^S 3. 

^^i>^ 4. 
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